
Contracts	
 
The Product Terms and Conditions – North America, EMEA, Asia-Pacific/Japan, Master 
Services Agreement, and Master License Agreement set forth the terms and conditions 
governing the purchase of Spectra products, the provision of services by Spectra, and 
licensing of software. Previously executed purchase, support, and license  agreements setting 
forth terms of purchase and/or license of products, and/or services from Spectra by end user 
purchasers (“Customer”) in effect at the time of purchase will take precedence over these 
Terms and Conditions. Otherwise, Spectra’s assent to any agreement between Spectra and 
Customer for any sale of license of products or services in connection with a Spectra Sales 
Quote (“Quote”) is expressly conditioned on Customer’s assent to the terms and conditions of 
the agreements referenced above. Customer’s assent will be conclusively presumed if 
Customer responds by issuance of a purchasing document. Any different, conflicting, or 
additional terms in Customer’s purchasing document are objected to and deemed rejected 
unless expressly approved in writing by an executive officer of Spectra and Customer. 
 



V AA4 

 

 
 

CUSTOMER PURCHASE AGREEMENT 
 
 
THIS AGREEMENT is made on the date a purchase order is issued (“Effective Date”). 
 

PARTIES: 
 

1. Spectra Logic Europe, Ltd. of 329 Doncastle Road, Bracknell, United Kingdom RG12 8PE  (“Spectra”)  
 

2. The purchaser described (“Purchaser”) in the Spectra Quote (“the Quote”) 
 

RECITALS: 
 

A. Spectra supplies the goods described in the Quote provided to Purchaser 
 

B. Spectra sells and Purchaser buys the products on the terms and conditions set forth in this agreement 
 

 THE PARTIES AGREE: 
 
1. Prices, Terms and Delivery.  
Purchaser may order Spectra products by issuing a purchase order that identifies Spectra products (“Products”) at an agreed-upon 
price. If Spectra determines (in its absolute discretion) that Purchaser is eligible for credit, Spectra may elect to accept the 
purchase order (by notice in writing to the Purchaser or by proceeding to ship Products to the Purchaser).  The total amount due 
shall be paid by Purchaser not later than forty-five (45) days after the shipment date. Subject to the provisions of this Agreement, 
Purchaser shall remit all applicable taxes. Spectra may, in its sole discretion, suspend all services and shipments until Spectra 
receives payment in full.  Spectra will use its reasonable efforts to meet any scheduled shipment date. However, Spectra will not 
be liable for shipping delays other than those strictly due to, and to the extent caused by, its willful misconduct. Shipments are 
FCA, Boulder, Colorado, USA and title transfers upon delivery to the carrier.  

2. Warranty and Limitation of Liability. 
(a) Spectra warrants that it has good title to the Products and that the Products shall operate in accordance with published 
specifications. The warranty period shall start on the shipment date and shall continue for a period, the length of which depends 
on the Product(s) purchased. The Spectra website, as updated from time to time, sets out applicable warranty terms, conditions 
and details (including the length of applicable warranty period). If failure of a Product results from accident, abuse or 
misapplication by Purchaser or any third party, no warranty applies. Any replacement Product provided by Spectra under this 
warranty will be warranted for the greater of the remainder of the original warranty period or thirty (30) days from shipment of 
the replacement. Spectra will defend, settle and indemnify Purchaser with respect to any final judgment or award relating to any 
claim made or any suit or proceeding brought against Purchaser based on an allegation that the Products standing alone infringe a 
patent or copyright. Subject to Purchaser providing Spectra with prompt notice and full control of such claim and all information 
reasonably requested by Spectra, Spectra will use reasonable efforts to modify or replace the relevant Product with a non-
infringing substitute. 

(b) To the extent permitted by applicable laws and regulations, the Products and all related documentation are provided by 
Spectra "as is" and Spectra disclaims all warranties, conditions and other obligations of any kind, either expressed or implied, 
including, but not limited to, the implied warranties of merchantability, fitness for a particular purpose, or warranties arising from 
a course of dealing, usage, or trade practice.  

(c) Nothing in this Agreement shall limit or exclude Spectra’s liability for (i) death or personal injury resulting from its 
negligence, (ii) fraud, or (iii) any other liability to the extent that it may not be limited or excluded by law. 

 (d)  Subject to Section 2(c), Spectra shall not be liable to Purchaser, whether in contract, tort (including negligence), for breach 
of statutory duty or otherwise, for (i) any indirect, special, consequential or incidental damages, or (ii) any loss of profits or 
revenues, costs of replacement products, loss or damage to data arising out of the use or inability to use any Product, even if 
Spectra had been advised of the possibility of such damages.  

(e) Subject to Section 2(c), Spectra’s total liability to Purchaser, whether in contract, tort (including negligence), for breach of 
statutory duty or otherwise, shall not exceed the amount paid by Purchaser to Spectra for the product at issue. 

(f) Spectra uses new or equivalent to new products in all new products sold.    
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3. Support Services. Purchases of support services by Purchaser shall be made in accordance with the standard Spectra Logic 
Corporation Master Services Agreement at www.spectralogic.com/legal.    

4. WEEE. Purchaser acknowledges that a Product may constitute “electrical and electronic equipment” for the purposes 
of Directive 2002/96/ EC of the European Parliament and the Council on Waste Electrical and Electronic Equipment (“WEEE”) 
(as amended) and as such must be disposed of in accordance with any applicable WEEE regulations. Purchaser warrants and 
agrees that it shall be responsible for financing the costs of disposal of WEEE in accordance with such regulations. Purchaser 
shall indemnify Spectra from and against all costs, claims, losses, liabilities, expenses and demands arising from or in respect of 
any breach by Purchaser of the foregoing. 

5. General.  The Products may contain software and firmware that is owned by or licensed to Spectra. The software and firmware 
is licensed hereunder strictly for the purposes of the Purchaser’s receipt and use of the Products in accordance with this 
Agreement, and is not sold. Purchaser shall not reverse engineer, decompile or disassemble the software or firmware.  The terms 
and conditions contained herein represent the entire agreement of the parties and supersede and extinguish all prior written and 
oral agreements, representations, statements and understandings relating to the subject matter hereof.  Each party acknowledges 
and agrees that it has not been induced to enter into this Agreement by any representation or warranty other than those contained 
in this Agreement and, having negotiated and freely entered into this Agreement, agrees that it shall have no remedy in respect of 
any other representation or warranty, except in the case of fraud. Each party acknowledges that its legal advisers have explained 
to it the effect of the foregoing.  None of the provisions of this Agreement may be amended without the written consent of both 
parties.  All sales of Product(s) by Spectra are subject to compliance with any applicable export or import regulations, laws, 
regulations or rulings of governmental authorities. This Agreement does not create any right or benefit enforceable by any person 
not a party to it (within the meaning of the UK Contracts (Rights of Third Parties) Act 1999).  ANY DISPUTE ARISING OUT 
OF OR IN CONNECTION WITH THIS AGREEMENT SHALL BE SETTLED BY BINDING ARBITRATION IN 
ACCORDANCE WITH THE RULES AND REGULATIONS OF THE LONDON COURT OF INTERNATIONAL 
ARBITRATION. THE SITE OF ARBITRATION WILL BE LONDON, ENGLAND.  This Agreement and any non-contractual 
obligations arising from or in connection with it or its subject matter or formation shall be governed by and construed in 
accordance with the laws of England and Wales.  In relation to any legal action or proceedings arising out of or in connection 
with this Agreement or its subject matter or formation (whether arising out of or in connection with contractual or non-contractual 
obligations) (“Proceedings”), each party irrevocably submits to the exclusive jurisdiction of the courts of England and Wales and 
waives any objection to Proceedings in such courts on the grounds of venue or on the grounds that Proceedings have been brought 
in an inappropriate forum. 

 
 

http://www.spectralogic.com/legal


Data Protection and Privacy 
 

Where the processing of personally identifiable information is subject to the Data Protection Legislation of the 
European Economic Area or Switzerland, existing Data Protection Legislation and the provisions of the following 
GDPR will apply. 

GDPR DATA PROCESSING 
EFFECTIVE 25 MAY 2018 

Data Protection 
Spectra Logic (Service Provider or data processor)) is appointed by you, the Company (data controller) to process 
Company Personal Data on behalf of Company (or an Affiliate of Company, as applicable) only as is necessary to 
provide the Services and as may subsequently be agreed by the parties in writing. 

Service Provider will comply with its obligations under the Data Protection Laws in respect of any Company Personal 
Data it processes under or in relation to this Agreement and shall not process Company Personal Data in a manner 
that will, or is likely to, result in Company or an Affiliate of Company breaching its obligations under the Data 
Protection Laws. 

The categories of Company Personal Data to be processed by Service Provider and the processing activities to be 
performed under this Agreement are set out in Schedule 1. 

In addition to and not in lieu of those representations, warranties, and covenants in the Agreement, Service Provider 
represents, warrants, covenants, and undertakes in respect to Company Personal Data that it will at all times: only 
process Company Personal Data in accordance with the documented instructions given from time to time by 
Company, including with regard to transfers, unless required to do otherwise by EU law or the national law of an EU 
member state to which Service Provider is subject. In which event, Service Provider shall inform Company of the legal 
requirement before processing Company Personal Data other than in accordance with Company’s instructions, 
unless that same law prohibits Service Provider from doing so on important grounds of public interest; implement, 
maintain, and comply with the minimum security requirements set out in Schedule 2; ensure that such Service 
Provider Personnel, prior to such access, meet and remain in compliance with the requirements detailed in the 
confidentiality clause of the Agreement; at no additional cost, provide full cooperation and assistance to Company as 
Company may require to allow Company (or an Affiliate of Company) to comply with its obligations as a Data 
Controller, including in relation to data security; data breach notification; data protection impact assessments; prior 
consultation with supervisory authorities; the fulfilment of data subjects’ rights; and any enquiry, notice or 
investigation by a supervisory authority; and at the request and option of Company (whether during or following 
termination of this Agreement), promptly and as specified by Company return or destroy all Company Personal Data 
in the possession or control of Service Provider; and provide an adequate level of security and protection for 
Company Personal Data, wherever processed, in accordance with the requirements of the Data Protection Laws. 

Service Provider appoints Microsoft Dynamics as its current data processor. Notwithstanding any provisions of the 
Agreement, Service Provider shall not appoint any other third party to process Company Personal Data 
(“Subprocessor”) without Company’s prior written consent, and subject in all cases to Service Provider: provide 
reasonable prior notice to Company of the identity and location of the Subprocessor and a description of the 
intended processing to be carried out by the Subprocessor sufficient to enable Company to evaluate any potential 
risks to Company Personal Data; and impose legally binding contract terms on the Subprocessor which are the same 
as those contained in this Amendment including the referenced Schedules. 

Service Provider acknowledges and agrees that it shall remain liable to Company for a breach of the terms of this 
Agreement by a Subprocessor and any other subsequent third party processors appointed by it. 

Service Provider shall make available to Company promptly upon request all information necessary to demonstrate 
compliance with this Amendment (including the referenced Schedules) and the Data Protection Laws. Service 
Provider shall also, upon reasonable prior notice, allow for, permit and contribute to audits, including physical 
inspections, conducted by Company or its representatives bound by appropriate obligations of confidentiality. 



Security Breaches 
Service Provider shall notify Company promptly, without undue delay, and in any event within 24 (twenty four) hours 
of becoming aware of any actual or suspected accidental, unauthorized, or unlawful destruction, loss, alteration, or 
disclosure of, or access to, Company Personal Data (“Security Breach”). Service Provider shall also provide Company 
with a detailed description of the Security Breach, the type of data that was the subject of the Security Breach and (to 
the extent known to Service Provider) the identity of each affected person, as soon as such information can be 
collected or otherwise becomes available, as well as all other information and cooperation which Company may 
reasonably request relating to the Security Breach. 
  
Service Provider agrees to take action immediately, at its own expense, to investigate the Security Breach and to 
identify, prevent and mitigate the effects of any such Security Breach and, with Company’s prior agreement, to carry 
out any recovery or other action necessary to remedy the Security Breach. 

Cooperation 
Service Provider agrees to provide all assistance reasonably required by Company to enable Company to respond to, 
comply with, or otherwise resolve, within any timeframes set by the Data Protection Laws or other applicable law, any 
request, question, complaint, enquiry or binding instruction that is received from: (a) any living individual whose 
Personal Data is processed by Service Provider on Company’s behalf; and (b) any regulator or data protection 
authority. In the event that any such communication is received by Service Provider in connection with its processing 
of Personal Data under this Agreement, Service Provider will immediately inform Company and will not respond to 
such communication unless required by law or expressly authorized by Company in writing. In the event that Service 
Provider is required by law, court order, warrant, subpoena, or other legal judicial process to disclose any Company 
Personal Data to any third party, Service Provider will notify Company immediately, unless and to the extent 
prohibited by law. Service Provider will furnish all reasonable assistance to Company to enable Company to respond 
to, object to or challenge any such request. If Company is unable to or otherwise does not receive a protective order 
or other remedy pursuant to this Section, Service Provider may disclose only that portion of Company Personal Data 
that it is legally required to disclose and will use reasonable efforts to ensure that Company Personal Data that is 
disclosed will be handled in accordance with the Agreement and accorded confidential treatment. 

Data Transfers 
Company hereby consents to Company Personal Data being processed outside the EEA, subject to Service Provider’s 
continued compliance throughout the duration of this Agreement. 

To the extent that Company Personal Data is processed outside the EEA and/or Switzerland, the terms of the transfer 
shall be governed by the standard contractual clauses for the transfer of personal data to processors, approved by 
Commission Decision C(2010)593, or any replacement clauses approved by the Commission from time to time (the 
“EU Model Clauses”) attached as Schedule 2, which are hereby incorporated into this Agreement. The parties 
acknowledge and agree that Company is entering into the EU Model Clauses on its own behalf and on behalf of the 
other Affiliates of Company. Service Provider further agrees to enter into the EU Model Clauses with any other 
Affiliates of Company on request. 

If, for whatever reason, the transfer of Company Personal Data under Section 4.2 above ceases to be lawful, Service 
Provider shall either: with Company’s consent, implement an alternative lawful transfer mechanism; or allow 
Company to terminate the Agreement at no additional cost to Company. 

Liability 
Each party’s liability for one or more breaches of this Exhibit shall be subject to the limitations and exclusions of 
liability set out in the Agreement. In no event shall either party’s liability for a breach of this Exhibit exceed the liability 
cap set out in the Agreement. 

Neither party limits or excludes any liability that cannot be limited or excluded under applicable law. 

General Terms 
Nothing in this Exhibit reduces Service Provider’s obligations under the Agreement in relation to the protection of 
Company Personal Data or permits Service Provider to process (or permit the processing of) Company Personal Data 



in a manner which is prohibited by the Agreement. In the event of any conflict or inconsistency between this Exhibit 
and the EU Model Clauses, the EU Model Clauses shall prevail. 

Subject to Section 6.1, with regard to the subject matter of this Exhibit, in the event of inconsistencies between the 
provisions of this Exhibit and any other agreements between the parties, including the Agreement and including 
(except where explicitly agreed otherwise in writing, signed on behalf of the parties) agreements entered into or 
purported to be entered into after the date of this Exhibit, the provisions of this Exhibit shall prevail. 

Company may by at least 30 calendar days’ written notice to Service Provider from time to time propose any 
variations to this Exhibit which Company reasonably considers to be necessary to address the requirements of the 
Data Protection Laws. If the Company gives such notice, the parties shall promptly discuss the proposed variations 
and negotiate in good faith with a view to agreeing and implementing those or alternative variations designed to 
address the requirements identified in the Company’s notice as soon as reasonably practicable. 

Definitions 
The terms “Data Controller”, “Data Processor”, “Personal Data”, “data subject”, “supervisory authority”, “process” 
and “processing” have the meanings given to them under all applicable Data Protection Laws from time to time. 

“Data Protection Laws” means any applicable law relating to the processing, privacy and use of Personal Data, as 
applicable to either party or the Services, including: the EU Data Protection Directive (95/46/EC) and/or the EU 
General Data Protection Regulation (2016/679) (“GDPR”) and/or the UK Data Protection Act 1998 and/or the EU 
Privacy and Electronic Communications Directive (2002/58/EC); any laws which implement any such laws in each 
applicable jurisdiction; any laws that replace, extend, re-enact, consolidate or amend any of the foregoing; and all 
guidance, guidelines, codes of practice and codes of conduct issued by any relevant supervisory authority relating to 
such Data Protection Laws (in each case whether or not legally binding). 

“Company Personal Data” means any Personal Data processed by Service Provider (and its Subprocessors (if 
applicable)) on behalf of the Company pursuant to or in connection with the Agreement. 

Schedule 1: Description of Personal Data Processing 
The data processing activities carried out by Service Provider under this Agreement may be described as follows: 

Subject Matter 
Sale of automated data storage and archival tape and disk libraries. 
  
Duration 
In line with the duration of the Agreement. 
  
Nature and Purpose 
The transfers are made for the following purposes: 

• Customers: Customer relationship management and analysis, and related legal, regulatory and tax 
compliance analysis and all things ancillary or supplemental thereto. 

• Business Contacts: Cross border business generation, pre-transaction background checks. 
• Investigations: Internal investigations related to fraud or misconduct; Sanctions list reviews. 

Data Categories 
The Personal Data transferred may concern the following categories of data: 

• Non-employee worker information, Personal information including personal information, contact information 
(home address, telephone and fax numbers, and email address) and additional emergency contact 
information, gender, date of birth, citizenship, nationality and residency information, national or social 
insurance number or its local equivalent (e.g., social security number, identity type and/or citizen service 
number) (to the extent permitted by applicable law), bank account details, photographs, or other 
identification information and certain tax-related information; 

• Work-related information, including work contact information (office location and address, telephone and 
fax numbers and email address), user ID and password to the extent provided to the independent worker, 



independent worker contract information, compensation data, qualifications and work history, and 
educational background; 

• and Professional information about business captured through legitimate review of technology resource 
systems (including information pertaining to business contained in professional email and voicemail 
messages and attachments, documents or files saved on company technology resource systems, internet 
searches, and/or information contained on relevant individuals’ work station, phone, laptop or other 
company issued devices, including technical information (including internal security clearances and 
authorization, IP address, domain, browser type, operating system, click-stream data and system logs); 

• Length of service or assignment information, including contract information, compensation, and information 
needed to assess worker performance, status and compliance with applicable laws, global directory 
information, security and system access information, financial and budgeting data, and other information 
relevant to the contractual employment relationship. 

Business Contacts 
Name, work contact information (telephone and fax numbers, address, and email address), employer, and position/ 
job title; Background check information, including credit checks (in accordance with and where permitted or required 
by applicable law); Lists of literature, information, or products requested by, or sent to, or events attended by 
Business Contacts; IP address, security and systems access information (e.g., user ID and password) (for users of the 
websites); and Other data collected as required or permitted by applicable law. 

Customers 
Customer information relating to individual customers, including without limitation names, addresses, telephone 
numbers, dates of birth, citizenship, residence, tax identification numbers, other government-issued identification 
numbers. 

Hotline information, including identity, title and contact information of the individual making the complaint, the 
person incriminated in the complaint, and the person responsible for the collection and the treatment of the 
complaint, and incriminating/alleged facts. 

Monitoring and internal investigation information, including incriminating/alleged facts in connection with an internal 
investigation, professional information pertaining to business obtained via legitimate review of information relevant to 
an internal investigation (including hard copy documentation pertaining to business, as well as responses to 
interviews), professional information pertaining to business captured through legitimate review of technology 
resource systems (including information pertaining to business contained in professional email and voicemail 
messages and attachments, documents or files saved on company technology resource systems, internet searches, 
and/or information contained on relevant individuals’ work station, phone, laptop or other company issued devices, 
including technical information (including internal security clearances and authorization, IP address, domain, 
browser type, operating system, click-stream data and system logs)). 

Data Subjects 
The Personal Data transferred concern the following categories of Data Subjects: 

• Non-employee workers 
• Contractors 
• Apprentices and interns 
• Applicants 
• Customers (including prospective customers) 
• Business contacts 
• Business partners 
• Suppliers and service providers 
• Consultants 
• Visitors 
• Press representatives 

Schedule 2: EU Model Clauses 
For the purposes of Article 26(2) of Directive 95/46/EC for the transfer of personal data to processors established in 
third countries which do not ensure an adequate level of data protection, the parties have agreed on the following 
Contractual Clauses (the Clauses) in order to adduce adequate safeguards with respect to the protection of privacy 



and fundamental rights and freedoms of individuals for the transfer by the data exporter to the data importer of the 
personal data specified in Appendix 1. 

Clause 1 
Definitions 
For the purposes of the Clauses: 

• ‘personal data’, ‘special categories of data’, ‘process/processing’, ‘controller’, ‘processor’, ‘data subject’ 
and ‘supervisory authority’ shall have the same meaning as in Directive 95/46/EC of the European Parliament 
and of the Council of 24 October 1995 on the protection of individuals with regard to the processing of 
personal data and on the free movement of such data;’the data exporter’ means the controller who transfers 
the personal data; 

• ‘the data importer’ means the processor who agrees to receive from the data exporter personal data 
intended for processing on his behalf after the transfer in accordance with his instructions and the terms of 
the Clauses and who is not subject to a third country’s system ensuring adequate protection within the 
meaning of Article 25(1) of Directive 95/46/EC; 

• ‘the subprocessor’ means any processor engaged by the data importer or by any other subprocessor of the 
data importer who agrees to receive from the data importer or from any other subprocessor of the data 
importer personal data exclusively intended for processing activities to be carried out on behalf of the data 
exporter after the transfer in accordance with his instructions, the terms of the Clauses and the terms of the 
written subcontract; 

• ‘the applicable data protection law’ means the legislation protecting the fundamental rights and freedoms of 
individuals and, in particular, their right to privacy with respect to the processing of personal data applicable 
to a data controller in the Member State in which the data exporter is established; 

• ‘technical and organisational security measures’ means those measures aimed at protecting personal data 
against accidental or unlawful destruction or accidental loss, alteration, unauthorised disclosure or access, 
in particular where the processing involves the transmission of data over a network, and against all other 
unlawful forms of processing. 

Clause 2 
Details of the transfer 
The details of the transfer and in particular the special categories of personal data where applicable are specified in 
Appendix 1 which forms an integral part of the Clauses. 

Clause 3 
Third-party beneficiary clause 
The data subject can enforce against the data exporter this Clause, Clause 4(b) to (i), Clause 5(a) to (e), and (g) to (j), 
Clause 6(1) and (2), Clause 7, Clause 8(2), and Clauses 9 to 12 as third-party beneficiary. 

The data subject can enforce against the data importer this Clause, Clause 5(a) to (e) and (g), Clause 6, Clause 7, 
Clause 8(2), and Clauses 9 to 12, in cases where the data exporter has factually disappeared or has ceased to exist in 
law unless any successor entity has assumed the entire legal obligations of the data exporter by contract or by 
operation of law, as a result of which it takes on the rights and obligations of the data exporter, in which case the data 
subject can enforce them against such entity. 

The data subject can enforce against the subprocessor this Clause, Clause 5(a) to (e) and (g), Clause 6, Clause 7, 
Clause 8(2), and Clauses 9 to 12, in cases where both the data exporter and the data importer have factually 
disappeared or ceased to exist in law or have become insolvent, unless any successor entity has assumed the entire 
legal obligations of the data exporter by contract or by operation of law as a result of which it takes on the rights and 
obligations of the data exporter, in which case the data subject can enforce them against such entity. Such third-
party liability of the subprocessor shall be limited to its own processing operations under the Clauses. 

The parties do not object to a data subject being represented by an association or other body if the data subject so 
expressly wishes and if permitted by national law. 



Clause 4 
Obligations of the data exporter 
The data exporter agrees and warrants: 

• that the processing, including the transfer itself, of the personal data has been and will continue to be carried 
out in accordance with the relevant provisions of the applicable data protection law (and, where applicable, 
has been notified to the relevant authorities of the Member State where the data exporter is established) and 
does not violate the relevant provisions of that State; 

• that it has instructed and throughout the duration of the personal data processing services will instruct the 
data importer to process the personal data transferred only on the data exporter’s behalf and in accordance 
with the applicable data protection law and the Clauses; 

• that the data importer will provide sufficient guarantees in respect of the technical and organisational 
security measures specified in Appendix 2 to this contract; 

• that after assessment of the requirements of the applicable data protection law, the security measures are 
appropriate to protect personal data against accidental or unlawful destruction or accidental loss, alteration, 
unauthorised disclosure or access, in particular where the processing involves the transmission of data over 
a network, and against all other unlawful forms of processing, and that these measures ensure a level of 
security appropriate to the risks presented by the processing and the nature of the data to be protected 
having regard to the state of the art and the cost of their implementation; that it will ensure compliance with 
the security measures; that, if the transfer involves special categories of data, the data subject has been 
informed or will be informed before, or as soon as possible after, the transfer that its data could be 
transmitted to a third country not providing adequate protection within the meaning of Directive 95/46/EC; to 
forward any notification received from the data importer or any subprocessor pursuant to Clause 5(b) and 
Clause 8(3) to the data protection supervisory authority if the data exporter decides to continue the transfer 
or to lift the suspension; 

• to make available to the data subjects upon request a copy of the Clauses, with the exception of Appendix 2, 
and a summary description of the security measures, as well as a copy of any contract for subprocessing 
services which has to be made in accordance with the Clauses, unless the Clauses or the contract contain 
commercial information, in which case it may remove such commercial information;that, in the event of 
subprocessing, the processing activity is carried out in accordance with Clause 11 by a subprocessor 
providing at least the same level of protection for the personal data and the rights of data subject as the data 
importer under the Clauses; and that it will ensure compliance with Clause 4(a) to (i). 

Clause 5 
Obligations of the data importer 
The data importer agrees and warrants: 

• to process the personal data only on behalf of the data exporter and in compliance with its instructions and 
the Clauses; 

• if it cannot provide such compliance for whatever reasons, it agrees to inform promptly the data exporter of 
its inability to comply, in which case the data exporter is entitled to suspend the transfer of data and/or 
terminate the contract; 

• that it has no reason to believe that the legislation applicable to it prevents it from fulfilling the instructions 
received from the data exporter and its obligations under the contract and that in the event of a change in this 
legislation which is likely to have a substantial adverse effect on the warranties and obligations provided by 
the Clauses, it will promptly notify the change to the data exporter as soon as it is aware, in which case the 
data exporter is entitled to suspend the transfer of data and/or terminate the contract; 

• that it has implemented the technical and organisational security measures specified in Appendix 2 before 
processing the personal data transferred;that it will promptly notify the data exporter about: any legally 
binding request for disclosure of the personal data by a law enforcement authority unless otherwise 
prohibited, such as a prohibition under criminal law to preserve the confidentiality of a law enforcement 
investigation, any accidental or unauthorised access, andany request received directly from the data 
subjects without responding to that request, unless it has been otherwise authorised to do so; 

• to deal promptly and properly with all inquiries from the data exporter relating to its processing of the 
personal data subject to the transfer and to abide by the advice of the supervisory authority with regard to the 
processing of the data transferred; at the request of the data exporter to submit its data processing facilities 
for audit of the processing activities covered by the Clauses which shall be carried out by the data exporter or 



an inspection body composed of independent members and in possession of the required professional 
qualifications bound by a duty of confidentiality, selected by the data exporter, where applicable, in 
agreement with the supervisory authority; 

• to make available to the data subject upon request a copy of the Clauses, or any existing contract for 
subprocessing, unless the Clauses or contract contain commercial information, in which case it may remove 
such commercial information, with the exception of Appendix 2 which shall be replaced by a summary 
description of the security measures in those cases where the data subject is unable to obtain a copy from 
the data exporter; 

• that, in the event of subprocessing, it has previously informed the data exporter and obtained its prior written 
consent; 

• that the processing services by the subprocessor will be carried out in accordance with Clause 11; to send 
promptly a copy of any subprocessor agreement it concludes under the Clauses to the data exporter. 

Clause 6 
Liability 
The parties agree that any data subject, who has suffered damage as a result of any breach of the obligations referred 
to in Clause 3 or in Clause 11 by any party or subprocessor is entitled to receive compensation from the data exporter 
for the damage suffered. 

If a data subject is not able to bring a claim for compensation in accordance with paragraph 1 against the data 
exporter, arising out of a breach by the data importer or his subprocessor of any of their obligations referred to in 
Clause 3 or in Clause 11, because the data exporter has factually disappeared or ceased to exist in law or has 
become insolvent, the data importer agrees that the data subject may issue a claim against the data importer as if it 
were the data exporter, unless any successor entity has assumed the entire legal obligations of the data exporter by 
contract of by operation of law, in which case the data subject can enforce its rights against such entity. The data 
importer may not rely on a breach by a subprocessor of its obligations in order to avoid its own liabilities. If a data 
subject is not able to bring a claim against the data exporter or the data importer referred to in paragraphs 1 and 2, 
arising out of a breach by the subprocessor of any of their obligations referred to in Clause 3 or in Clause 11 because 
both the data exporter and the data importer have factually disappeared or ceased to exist in law or have become 
insolvent, the subprocessor agrees that the data subject may issue a claim against the data subprocessor with regard 
to its own processing operations under the Clauses as if it were the data exporter or the data importer, unless any 
successor entity has assumed the entire legal obligations of the data exporter or data importer by contract or by 
operation of law, in which case the data subject can enforce its rights against such entity. The liability of the 
subprocessor shall be limited to its own processing operations under the Clauses. 
 
Clause 7 
Mediation and jurisdiction 
The data importer agrees that if the data subject invokes against it third-party beneficiary rights and/or claims 
compensation for damages under the Clauses, the data importer will accept the decision of the data subject: to refer 
the dispute to mediation, by an independent person or, where applicable, by the supervisory authority; to refer the 
dispute to the courts in the Member State in which the data exporter is established. 

The parties agree that the choice made by the data subject will not prejudice its substantive or procedural rights to 
seek remedies in accordance with other provisions of national or international law. 
 
Clause 8 
Cooperation with supervisory authorities 
The data exporter agrees to deposit a copy of this contract with the supervisory authority if it so requests or if such 
deposit is required under the applicable data protection law. 

The parties agree that the supervisory authority has the right to conduct an audit of the data importer, and of any 
subprocessor, which has the same scope and is subject to the same conditions as would apply to an audit of the data 
exporter under the applicable data protection law. 

The data importer shall promptly inform the data exporter about the existence of legislation applicable to it or any 
subprocessor preventing the conduct of an audit of the data importer, or any subprocessor, pursuant to paragraph 2. 



In such a case the data exporter shall be entitled to take the measures foreseen in Clause 5 (b). 
 
Clause 9 
Governing Law 
The Clauses shall be governed by the law of the Member State in which the data exporter is established. 

Clause 10 
Variation of the contract 
The parties undertake not to vary or modify the Clauses. This does not preclude the parties from adding clauses on 
business related issues where required as long as they do not contradict the Clause. 

Clause 11 
Subprocessing 
The data importer shall not subcontract any of its processing operations performed on behalf of the data exporter 
under the Clauses without the prior written consent of the data exporter. Where the data importer subcontracts its 
obligations under the Clauses, with the consent of the data exporter, it shall do so only by way of a written agreement 
with the subprocessor which imposes the same obligations on the subprocessor as are imposed on the data importer 
under the Clauses. Where the subprocessor fails to fulfil its data protection obligations under such written 
agreement the data importer shall remain fully liable to the data exporter for the performance of the subprocessor’s 
obligations under such agreement. 

The prior written contract between the data importer and the subprocessor shall also provide for a third-party 
beneficiary clause as laid down in Clause 3 for cases where the data subject is not able to bring the claim for 
compensation referred to in paragraph 1 of Clause 6 against the data exporter or the data importer because they have 
factually disappeared or have ceased to exist in law or have become insolvent and no successor entity has assumed 
the entire legal obligations of the data exporter or data importer by contract or by operation of law. Such third-party 
liability of the subprocessor shall be limited to its own processing operations under the Clauses. 

The provisions relating to data protection aspects for subprocessing of the contract referred to in paragraph 1 shall be 
governed by the law of the Member State in which the data exporter is established. 

The data exporter shall keep a list of subprocessing agreements concluded under the Clauses and notified by the 
data importer pursuant to Clause 5 (j), which shall be updated at least once a year. The list shall be available to the 
data exporter’s data protection supervisory authority. 

Clause 12 
Obligation after the termination of personal data processing services 
The parties agree that on the termination of the provision of data processing services, the data importer and the 
subprocessor shall, at the choice of the data exporter, return all the personal data transferred and the copies thereof 
to the data exporter or shall destroy all the personal data and certify to the data exporter that it has done so, unless 
legislation imposed upon the data importer prevents it from returning or destroying all or part of the personal data 
transferred. In that case, the data importer warrants that it will guarantee the confidentiality of the personal data 
transferred and will not actively process the personal data transferred anymore. 

The data importer and the subprocessor warrant that upon request of the data exporter and/or of the supervisory 
authority, it will submit its data processing facilities for an audit of the measures referred to in paragraph 1. 

Appendix 1 to the Standard Contractual Clauses 
This Appendix forms part of the Clauses. 

The Member States may complete or specify, according to their national procedures, any additional necessary 
information to be contained in this Appendix. 

Data exporter 
The transfers are made for the following purposes: 



1. Management of customers and suppliers 
• Business correspondence 
• Expanding customer and supplier relationships 
• Exploring new opportunities with customers and suppliers 
• Organisation of competitions and promotional events 
• Management of complaints 
• Marketing and direct sales 
• Communications with marketing agencies 

2. Ancillary functions 
Transfers made for the following purposes: 

Data subjects 
The Personal Data transferred concern the following categories of Data Subjects: 

• Advisors, consultants and other professional experts 
• Agents and intermediaries 
• Beneficiaries / assignees / payees / claimants 
• Business and other contacts 
• Complainants, correspondents and enquirers 
• Customers and clients 
• Employees of other organisations 
• Parties with contractual or business interest 
• Shareholders 
• Staff including volunteers, agents, temporary and casual workers (current, past and future) 
• Suppliers 
• Opinion formers 
• Guests at promotional events 

The Personal Data transferred concern the following categories of data: 

• Advice, opinions, views and other comments 
• Assets other than financial 
• Business activities 
• Business travel and movement details 
• Compliant, incident, accident details 
• Court, tribunal, inquiry proceedings 
• Education and training details 
• Employment details 
• Financial details 
• Goods or services provided/obtained 
• Immigration status 
• Licenses, permits held 
• Membership of professional bodies and committees 
• Personal details (including name and address) 
• Publications 

Data importer 
The data importer is (please specify briefly activities relevant to the transfer): 

1. Management of customers and suppliers 

• Business correspondence 
• Expanding customer and supplier relationships 
• Exploring new opportunities with customers and suppliers 
• Organisation of competitions and promotional events 
• Management of complaints 



• Marketing and direct sales 
• Communications with marketing agencies 

2. Ancillary functions 
Transfers made for the following purposes: 

Data subjects 
The Personal Data transferred concern the following categories of Data Subjects: 

• Advisors, consultants and other professional experts 
• Agents and intermediaries 
• Beneficiaries / assignees / payees / claimants 
• Business and other contacts 
• Complainants, correspondents and enquirers 
• Customers and clients 
• Employees of other organisations 
• Parties with contractual or business interest 
• Shareholders 
• Staff including volunteers, agents, temporary and casual workers (current, past and future) 
• Suppliers 
• Opinion formers 
• Guests at promotional events 

The Personal Data transferred concern the following categories of data: 

• Advice, opinions, views and other comments 
• Assets other than financial 
• Business activities 
• Business travel and movement details 
• Compliant, incident, accident details 
• Court, tribunal, inquiry proceedings 
• Education and training details 
• Employment details 
• Financial details 
• Goods or services provided/obtained 
• Immigration status 
• Licenses, permits held 
• Membership of professional bodies and committees 
• Personal details (including name and address) 
• Publications 

 
Appendix 2 to the Standard Contractual Clauses 
This Appendix forms part of the Clauses. 

Without prejudice to its other obligations, Service Provider shall implement and maintain at least the following 
technical and organisational security measures to protect Company Personal Data: 

• In accordance with the Data Protection Laws, taking into account the state of the art, the costs of 
implementation and the nature, scope, context and purposes of the processing of Company Personal Data to 
be carried out under or in connection with this Agreement, as well as the risks of varying likelihood and 
severity for the rights and freedoms of natural persons and the risks that are presented by the processing, 
especially from accidental or unlawful destruction, loss, alteration, unauthorised disclosure of, or access to 
Company Personal Data transmitted, stored or otherwise processed, Service Provider shall implement 
appropriate technical and organisational security measures appropriate to the risk, including as appropriate 
those matters mentioned in Articles 32(a) to 32(d) (inclusive) of the GDPR. 

 


